
What credit union members 
should know to counter 

Phishing 

Pharming 

Spyware 

Online fraud 


On-Une Fraud Is Growing 

E
-Mail and Internet F'Y.tud take adv;entag-c o( 
lh.: ln tcmefs unique .ihilily to se:nd c·mail 
messages worldwide in seconds or (lost Weti 

sit.: informati<>O that is ac.:...s:;ihle from anywhcn:. 
E-matl and inu:rnd fraudsters carry out their 
sattM tmre invi:;ibly thiin ewr bt:for.:, m.ttking 
iJentil)' theft from onlin.: ¾am.~ one of Uw (aste.<;I 
growing crimes today. 

Credit 11nion members should be especit1llg 
vig ilant lo some of tbe more pretx1lenl 
fl'auds ot work in cyberspace: 

PHISHING F'raudulcnl e-mail\, ac,pearing to hot 
from a tn,ist.:d ~urce such ii$ y(ltlr credit union llr 
a .b,._,vtrnmenl agent)', direct rou t.o a Web site 
askin~ ~1;1u lo "'\~rify- pen;on;,J information. Once 
satmmas have your information. lhi:)' have the 
trols to commit .Kcount (rau,d uJh1gyr;urmime. 

II" 	What You Can Do : 

• 	 U)'OU receiw: an e-m,111 thal tells you 10 

cnnfirm certain information, do not chck 
on lhe e-mail link. Instead, use a {'!hone 
number 11r Weh s,t.e addr.:ss you know to 
I,.: h:~itimate. 

• 	 lkfon: submilhng any {inanci.aJ 
in(ormation UtroiJ~h a Weh si le, look (c)r 
lh.: ··lock·· icon on the broY.i$er st.atus bar, 
or 1110k for "hU(l:( in the Web addr.:S.\. 

a 	 ltepi.ut Sl.tSl'lidous activity (s.:e re:wiurces 
~ction o( tfl1s hrochurd. 

R,?m,1mb,,r: Your aedil umon will n.cvcr send you 
an e-lll<ld a.~Jon):! y(M.t lQ wrify pcr.!()nal informatl()n1 

PHARMING Similar to phuhtng. pharm111g 
sctb to ubtain persunal inform.i.tion by se,:rdJ)· 
dirl.?Cbng yuu to a cClp~'t..lt Web site.whcrc )'uur 
information is stolen. usuall>· with .i lrg1timak 4 

looking fornL 

W 	 What You Can Do: 

c
• lk wary of un.solidtt-J or Wl-t'X~L1tJ 

4 mnils (rum all ~,01..m:f.'S. 

a 	 Uan unsulmted c-mzul arri\'ti.. tr~at it as 
yuu woul<l a ph1sh11'1~ Suurce (s~t .ibuwi. 

MALWARE Short for maJmuu:s suflw.ir~. and 
alw )mu\\1'1 as ..spywarc ... 1l is ufkn mdw.kJ in 
sJ><lm e-mails. II. tl1 t"n am t.tk~ control uf your 
tumpukr and io,ward personal data to frauth.krs. 

UNDERSTANDING 
MULTI-FACTOR AUTHENTICATION ' 
New ways to vsrily identklos should make 
internet transactions safor than aver 

'rbur credit. union wants "° be sure li\aL the 1eval ri 
a..chettlcation rt.a.. , Iha way you ld!J'dy yoiraelf and 
the wcunt:1 measures you employj uaed 111 a 
part.lOular transad1on ia appropriaoo to the le'vel or 
risk In that appficebon. As a result, you m£jc begh 
to wperienoe acme chengea in how you .identify 
yrurself and gain access to yo.so accounts over the 
tumeL For BlC8mple, you might need to utilae 
some form of multi.factor aut.henricacion. 

Toda,te euthendc:etlon method9 1nwtw one o«
moN b•lc "facto,..•: 

Something the ur.er ltnowa !e.g.• passv.ord, PINI 

Scmethlng the uaer hH re.g., ATM card, smar1. 
card) 

W 	 Whnt You Can Do: 

Inst.ill anJ ur,datt 1t"gulatly )'(•m: 

• ,\oh-vims s(l(t,.·111( 


• 1\011-1nalwar( prugr.uns 
a fir.:,.·;dls on your oo,nr,utcr 

• 	 Op~r.11.i!lg S)'SlWl p,JlCht':S and upd.1tes 

e 	 GENERAL TIPS AGAINST CYBER.f'RAUD 

• 	 000·1 Judgi by lnitiid ~ra.nc:tt . The 
aw,llabili l>' oisunw:i.rt thalaJk,ws ar1),>nc tu 
S<l UI> a 1>roituiona\-looki.ng We!> sitt means 
th.it l't1mio.als can 1m1k( ll'k1r Wc:b sltd look 
os im1>fdsive as those of l(giti,nal.: businesses.. 

t 	Something lhe user It, (e.g., biometric 
characteristic, 9UCh as a fingerprint) 

Sing.fe.factOf' autientic:ation uses one or these 
methods: multi-factor authentication us.as more 
c:h8n one. When you tog on ~th a password, yru 
ere using single.factor authanticabcn; when you 
use your ATM, you ere using multi-factxr 
-authentication: Fact.or number one cs somethmg 
you heve, your ATM cerd; rector nwttler two is 
60mething you know, )'Our PIN. 

ti addition to en; flfm authentication rreaaures, 
\'OU can be assured that '(CU' credit union 1s 
woncing to make your onfine transactions safer 
-and more corwenient than ever before using 

• P89&word Protection 

• 	Encryption Technok,gy 

J 	Privacy Pl'8Ctieff and Pollcft 

a 	 Ue C111vful CMng Perwnal lhta OnJine. li 
}'uu n.x:dvc t-rnails from someun-1:' you don't 
knuw .isking for personal <lat.i- don't send the 
data without knowing who's askrng. 

• 	 Ue \Val:)• of E-mails Conce,1.Ung ThtirTrue 
Identity. If sutrwon~ St'ncls you .in (-fflcld usm;:: 
.i m.i.il h~ <lcr that has nu usdul i<lcntifring 
data it oou!J m..11n thal the pcrsun is hiJmg 
j(>mcthu1g. 

• 	 fortify Your System. I k re arc some bask 
s.J'..-ty hP! )-UU .:.in implement 1mm-td1at.:ly: 

l Pussword- l~ pcrts ad\.ise a oombmabun ol 
lcUcrs am! numbi:r~. 

t Virus Prufedio11- Your computer's anti 4 

v1n1s software nt-l-ds to bl." up-to-d.itc W 
guard ag.;:unst s,..,..,.,, ~I.rams. 

t 	Pirewu./fs -this prutcctiw w.ill bctwei:n the 
out.s.:il.k world and >,mr rornpukr helps 
pr.:wnt un.iuthoriztJ aced:>. Ch1:ck 
r-<gularl)' with yuur suftwar1: companr to~ 
turc rou haw the lalcl upJak~. 

t Spguvre-Anti--sro·warc. prugrarm .ire 
r\'.o1dtly availilhk 1-~wry i:ompul<r connc,ctcd 
to lib: 1nkrnct should haw lhc softw.trt 
install~-J...<1nd updakJ regularly. 

RESOURCES 

t 	Internet 1-'rautl Complaint Center (IFCC) 
www.ifcd bi.gw 

t 	Consumer Fraud {DOJ/llomef)Age} 
www.u.sdoj.gO\' 

t 	Federal Trade Commission (Fl'C) Con.sumer 
Response Cl!nter 
www.ftc,g<)\• 

t 	FirstCuv (Your f irst Click tu the U.S. 
Co\-ernment) 
www.6rst.g.l\•.gov 

t 	Consumer.gov 
www.consumer.1:,rov 

t 	Social Se ..-urily Administration 
R,port l'raud: 800-269-0271 

t 	ldeotily ·rbefi Ruource Center 
www.idtbe(lcenter.org 
858-693-7935 

()n.,p bygourcMlll w1i1m tu /rum mure ubuul 
IN.At' they UN mukiug ,mfine lrrm.Juc:lkmssufe und 
.tecurt! 
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