Guarding Against
E-MAIL &
INTERNET
FRAUE

should know to counter

* Pharming
' Spyware
! Online fraud

On-Line Fraud Is Growing

-Mail and Internet Fraud take advantage of

the Intermet's unique ability o send e-mail

messzgdes worldwide in sgconds or post Weh
site information that is accessible from anywhere.
E-mail and Internet racdsters carmy ot their
scams more invisibly than ever hetore, making
identity thieft from anling scams gne of the astes)
drowing crimes boday,

Credit union members should be especially
elgilant to some of the more prevalent
frowds at wark in cypberspace:

m Fraudulent e-mails, appearing ti-he

frovm & fridsbed sonirce such as yoor credit uminn or
a povernment agency, divect v to a Web site
asking wour to “werify” persomal information. Once
scimmers have vour information, by haee the
bisals o commit acoonnt raud Emyg s maeme,

% What You Can Do:

W U oyou veceive an e-meil that tells youw b
condirm cerbzin fnformation, do not click
an the e-mail link, Instead, wse & phone
number or Weh site mbidress vou Kkning o
e legitimute

B Betore submitting any financial
imfarmation throdigh & Web site, ook for
the “lack™ iciin on the browser stahus has,
or linok for “hitkps” in the Weh address,

B Heport sispicions activity (See resources
sacticm af this hrischueel.

Sermernber: Your oredit umon will never send you
an e-miail askimg yow f0o verify persomial infrmation

m ST b pinsheng, pharming

seeks boubtain personal informition by secretly
directsg vou o a copycat Web site where vour
imforrnation i2 sEoden, wsoally with a legsbamate-
lercikansgt somrrm

W What You Can Do:

B He wary of unsolicited or unespected
-kl s friom il sources.

W I an unsoficbed é-omedl arrives, treat (1t as
vou would & phishing source (sée abovel.

m Ehort for malciois sofbaine, and
abso kniwen a8 sparware,” it 1 often imcludied m

sparm e-rmindls, IE then can tike condrol of vour
compuiter and forward personal dati to frionsdsters.

MULTI-FACTOR AUTHENTICATION

MNew ways to verly identitios shouwld make
fnteynet transactions safer than over

Your credit. union wents Lo be sure that the leesl of
schentcation [ie., e way you identdfy yoursalf and
Ehe sacunky megsures you-smploy] used in a
pertioular transachon s spprophabe to the level of
pisk in Ehat eppiication, Asa result, you might begn
b expenience some changes in how you- sdantify
yoursall and gain access tn your Bcopunks over the
Fernst, For ezample, you might need to utile
some fanm of muitHactor suthantication

Today's authentication methods invelve one or
mare baale “Tactora®:

& Something the user knews (2.0, pessward, FIM)

¥ Something the veer bas [g.qg., ATM card, smart
card] :

% What You Can Do:
Inatabl and update regularly voors
B Andievirus sodbware
W Anb-malware programs
W Frrewalls on your computer
[ |

(perating system patches and updates

GENERAL TIPS AGAINST CYBER-FRAUD

W Don't Judge by Initial Appearances. The
avel bty o soffsare that albowd anyone Lo
sl upr i professional-Jooking Web site means
that cramanals can ke e Web sites lonk
as imipressive as those of legilimate busingses

b Something the user B [e.g., biormstric
charactaristic, =sach ag & fingarprink)

Single-factor suthankcation uses one of these
methods; mulbi-faotor authenbcstion uses mare
than one; Whan you log on with & pessword, you
grg ging sngle-factor authenticatcn, whan you
use your AT, wou are using muki-Ector
athentication: Factor number one is somathmg
you haws, our ATW cerd; factor number o is
sosmiething you &mow, your Pk

in sddition o am new Buthentication meassures,
youl' can be essured thet yoor credit unlon s
wirking to make your online trameactions safer
and more convenient than ever befora using

i Password Protection

¢ Encryption Technology
i Privacy Practices and Palicies

B Ee Careful Giving Personal Data Online. If
vou Teceive e-mails from soammeone vou don't
knime asking tor persomal dati—don't send the
data without knowing who's asking.

B BEe Wary of E-mails Concealing Thaeir Troe
Identity. [f sumenne fends vou an e-mal wmsing
a il hesder that has no usetal identimang
data it coold mean that the person 5 hidig
sppmething.

W Fortify Your System. Here are some basic
safety tps you can implément imemediakely;
¥ Password—Experts advise o combenation of
[etters and numbers,

¥ Firuy Prolecifon—Your computer’s anti-
virus sofbware needs b be up-to-date b
fuard sgrairst ne steins.

¥ Firewalls—This protective wall hizbaeen the
ourbside world wnd your computer helps
prevent unacthorized acoess. Chick
regularly with vour softwire company o b
sure v have the latest updates,

B Sppare—Ant-spaware progrinis are
readiby dvailiuble. Every compuber connected
by b Inbermed should have the sodftware
installed. Card updated regularly.

RESOURCES

B Intermel Fraud Complaint Center (1FCC)
wnwifoefbi.gov

¥ Consumer Frawl (DO Homepage)
winw, ol gov

¥ Federal Trade Commission {FTC) Consumer
Response Cenler
wwnw, fle.gov

b FirstGov (Yoor First Click to the LS,
Lovernument b
wwnw firstgov.gov

¥ Lonsumergoy
AW, COES TR, O

¥ Social Secority Administration
Heport Framd; 800-269-01271

b Identily Theft Resource Center
wynwidtheftcenter.org
BOE-GY3-THI5

e Bi goieer crecdd? ieniony S dearn mmove abmwd
Fooarer Moy et rreiekingg omiline franpsac fiony sele wrd
secnre’


http:www.idtbe(lcenter.org
www.consumer.1:,rov
http:Consumer.gov
http:www.6rst.g.l\�.gov
www.ftc,g<)\�
http:www.u.sdoj.gO
www.ifcd
http:1>roituiona\-looki.ng
http:suflw.ir
http:ltepi.ut
http:inanci.aJ

